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Introduction

The global trade in arms has evolved in the redsdades to adjust to a more
demanding market characterized by growing competiiand the evolution of the
customers’ needs. Arms transfers have become sbttjansfers of goods but also a
mean of transmission and diffusion of military teologies. The policy guidelines
governing the defense market as it exists todaynateonly based on the immediate
needs of recipient countries, but also on a latdefense approach” that encompass the
general policy towards that government includindneot arrangements (economic,
political, etc.).

The purchasing of armff the shelfis no longer a common practice as it was in the
1970s and 1980s. In the case of large arms cosiraeinsfers of technology often
constitutes aine qua norcondition for the recipient State and as suchirarkeided in
the tender for offers as a direct condition foraming contracts. In fact, a large
majority of governments do not import finished weag, but rather integrate foreign
technology into equipment that will be assembledidnal companies under license
from the procuring State.

Defense equipment, as it is getting more and moghisticated, may involve the
technological contribution of many different States the form of components
embedded in a completed good, particularly whersicening the inherent complexity
of the sub-systems that are transferred. Thugyrfiercomplete weapon systems, several
different export control regimes may be applied single export operation.

Also, an important part of the defense market isstituted by offset arrangements:
“...that obligate the arms seller to reinvest (“offsetirms sales proceeds in the
purchasing countiy!. Recipient States often require that a portiorthef amount of
arms contracts are reinvested by the exporting tcputirectly in their economy and,
when possible, in their defense industry. In theecaf direct offsets, it is often
accompanied by transfers of technology in divesen$ that could include licensing
production or scientific cooperatitn

This evolution calls for robust export control freworks. If agreements do exist to
control transfers of technology in arms trade, nternational regulation creates an
equal level of obligation for all concerned Statis regulate their transfers of
technology. Careful attention has also to be gitcethe technological and industrial
capabilities as well as know-how that the procuritate is acquiring through
traditional arms trade operations.

The acquisition of technology can sometimes endiderecipient State to reach some
level of independent production of arms and amnmmitvith the creation of a potential
risk of diversion to unintended States — dependingthe recipient ability to absorb
knowledge this capacity could go as far as unlichdepying of a weapon system. It can
also create some distortions in industrial termstoan economical level. If licensing

! Jurgen Brauer and J. Paul Dunn&rrhs Trade Offsets and Developnigdtine 2005.

2 “Direct offsets includes goods and services direetigted to the equipment the purchaser is buying.( local
co-production of parts of the weapon system beimghased), and indirect offsets, i.e., military @vilian
goods and services unrelated to the specific defegaipment purchasédcf. Brauer and Dunne, op. cit.
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production does not per se lead to transfers ofini@ogy or constitute such an
operation it can in fact participate to giving thecipient companies capabilities to
replicate or reverse-engineering complete weapsteB)s or sub-systems.

Different challenges thus arise for countries tyyia oversee their transfers of technology,
such as possible ways to control their end-use,stiieing of the difficult equation
between preserving national security and expomgiogds, the risk of dissemination of
the weapon systems to unintended recipient throhgloffset of production.

Yet, it has to be noted that a growing number dional laws and regulations do take
into account the need to regulate and control téffparticularly when important transfer
of technology or know-how are possible

The question of the international regulation ohsfers of technology is one of the issue
the discussions on the scope of the Arms Tradety(@d T) has tackled with during
the sessions of the Preparatory Committee for €1 Diplomatic Conference on an
Arms Trade Treaty in July 2010 and again in Felyudvlarch 2011. During these,
many discussions were held on the materials anchdhigities to be covered by the
Treaty, particularly around the notion of "transfef conventional arm$thus covering
the inclusion of transfer of technology (ToT) irettreaty.

During the first meeting of the Group of GovernnariExperts on the creation of an
Arms Trade Treaty (ATT) in 2008, the national reggnetatives ®observed that
globalization had changed the dynamics of intewral arms trade. They noted that
the types of weapon systems, equipment and theipaaents being manufactured in
cooperation, under joint ventures and licensing waseasing and that most arms-
producing States were increasingly relying on textbgy transfers and upgrades from
external sources, rather than from their own indiges production®

The issue of the inclusion of transfers of techgglan the scope of a future arms
transfer treaty is complex for several reasons:

= Activities like transfers of technology encompadarge spectrum of domains and
procurements activities. Obtaining an internatic@sensus on what constitutes a
transfer of technology could therefore prove elesas different countries may
consider some offset as constituting limited trarsfof know-how or industrial
skill rather than transfers of technology.

= Export control regimes and national laws and rdgia have created a large
spectrum of processes to check the end-use matle tbhnsferred technology or to
ensure that it is not retransfer to unintendedprent. It appears clearly that an
international framework on transfers of technolegyuld have to take into account

% For instance China did include transfers of tettagy when strengthening its export control regoiasi in
2002. India also included deemed exports (intaegditainsfers) in the scope of its control recently.

4 United Nations General AssemblyJdwards an arms trade treaty: establishing commoternational
standards for the import, export and transfer ohwentional arms”,Resolution A/RES/61/89, adopted 18
December 2006.

Available at http://daccess-dds-ny.un.org/doc/UNDGEN/N06/499/77/PDF/ N0649977.pdf?OpenElement

® Group of Governmental ExpertsRéport of the Group of Governmental Experts to émarthe feasibility,
scope and draft parameters for a comprehensivalledinding instrument establishing common intdioi@al
standards for the import, export and transfer ohwentional arm§ UN General Assembly, 26 August 2008,
paragraph 12.

Available at http://daccess-dds-ny.un.org/doc/UNDGEN/N08/491/10/PDF/N0849110.pdf?OpenElement
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the need to create some common obligation on pgeire mechanisms related to
such operations.

The question remains highly sensitive to importiggvernments, particularly
among developing countries for which the transtdrgechnology have become a
competitive argument and to some extent providesgans to continue developing
their defense economy and capabilities. This erplghe reluctance of some
countries to have the creation of a mechanismwatid limit their capability to
gain access to needed know-how meant to improve ¢hen industrial defense
base.

= Finally, it appears necessary to have some kinghofersalization of minimal
national export control frameworks on transferst@thnology. This could
includea minima(without being limited td) A definition of what constitutes a
transfer of technology and the conditions undercWwhii occurs.

= The description of the technological domains tmatta be subjected to control
and conversely the description of technology, kmalge and know-how that
are not under control.

In order to try to bring answers to the questiomaiv to address the transfer of defense
technology in a future Arms Transfer Treaty, thpgreocuses on three key issues:

b4

-

b4

What are technology transfers and why do they mattde context of arms sales?
How are transfer of technology addressed in thstieg regimes and instruments?

What is the status of discussions in the Arms Tragaty concerning transfer of
technology?

What could be proposed to encompass the issuean$fars of technology in a
future Arms Trade Treaty?

® Wassenaar ArrangemenBést practices for implementing Intangible TransféTechnology Controls, Agreed

at the 2006 Plenaty 2006.
Available at http://www.wassenaar.org/guidelines&Ibl T_Best_Practices for_public_statement.pdf
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What are technology transfers and why do they matte  r
in the context of arms sales?

Transfers of technology in the armament domain cgenerally when an exporter
country sells to a recipient know-how or knowledigat could be used to independently
develop or design military equipment or componessi/or weapon systems. That
definition while simple has the merit of showingathtransfers of technology do
encompass a very wide spectrum of exports or catiparbetween countries.

Recognizing the inherent complexity of transferstexthnology is probably the first
major step one has to take in order to design ssorteof guidelines for their control.
Interestingly, the Wassenaar Arrangement provideefaition which actually takes
into account some of the complexity of the activity making a difference between
transfers of data and transfers of knowledge. Thiargement states that:

“Technology [is the] Specific information necessaiyr the “development,”
“production” or “use” of a product. The informationakes the form of technical
data or technical assistancé.”

It then goes on by defining these last two items:

“1. ‘Technical data’ may take forms such as bluefsj plans, diagrams, models,
formulae, tables, engineering designs and spetifics, manuals and instructions
written or recorded on other media or devices sashdisk, tape, read-only
memories.

2. ‘Technical assistance’ may take forms such adruaction, skills, training,
working knowledge, consulting services. ‘Technieakistance’ may involve
transfer of ‘technical data.”

This definition makes it easier to grab the comipyeaf the idea of these transfers in
the arms trade context. In facts it shows thatsfiens of technology:

= Can take the form of the tangible or intangible eraent of know-how, knowledge
or technical capabilities. Tangible operationsude the transfer of any technology
by tangible means or in a material form; i.e. papblue prints, training documents,
etc. Intangible on the other hands refers to tlaasfier of technology through
intangible means: electronic communications, fa&l mstruction or training...

Intangible technology transfer can take two priteiprms:

= the transfer of knowledge as technical assistamt&ruction, training or
consulting can be passed through electronic comratioh means or in person;

= The transfer of technical data (blueprint, diagrasuhematic) or technical
software including source-codes in a non-physicahf

= Can happen under a lot of situations from very gigeinstances (during a
discussion between experts or a scientific semittavaguer contexts (a technical
cooperation or a joint ventutrsituation);

" bid.
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= And can last from minutes to years.

Most if not all export control regimes (e.g.: thesslle Technology Control Regime, the
Nuclear Supplier Group or the Australian Group) os@e or less the same definition
as the Wassenaar Arrangement for techndlogyand therefore for transfers of
technology.

At this point, one has to make a difference betwieamsfers of technology proper and
activities that could indirectly create some tedbgmal know-how to be acquired by
the user. Some weapon systems transfers are aco@mugday agreement between the
selling company and the procuring State according/hich the latter has to develop
industrial and production activities or cooperatwith local industries. Similarly, other

arms trade agreements will be accompanied by #resfier of licensing rights for the

production of some sub-systems or components la kdsidiaries or companies from
the recipient State.

Although these activities could have grave secuitysequences, they should probably
not be regarded adirect transfers of technologyer seas they usually do not create
(and are not meant to create) the capability taeneelop or improve the implied
components or sub-systems. Technical assistanae,inkiance in the form of
maintenance for the transferred weapon systems latfopns, also have to be
differentiated from transfers of technology asdes not cover explicitly — that might be
an unwanted side effect nonetheless — the factttieatecipients are given access to
relevant know-how or technical knowledge. Yet, iMassenaar Agreement includes
them under transfers of technology to cover theetgithg possibility of acquisition of
knowledge by the recipients through it.

Different operations and rights could converselydoectly attached to transfers of
technology (or goods/systems) in any of its forms:

= The right to exploit the transferred technologies hational purposes which
encompass the possibility of creating componentsulr-systems for different
weapons or platforms than those they were origirgdkigned for.

= The right to maintain a given technology is attathe the possibility for the
recipient to intervene/maintain a given sub-sysiei transferred system.

= The possibility to develop a technology can takeftitrm of technical or scientific
cooperation in case of Joint Ventures for instance.

= The intellectual property of a given good, compdnegstem or technology can
also be transferred which gives the right of cogyan deriving other items from the
given technology.

Yet, transfers of technology do play a growing rate the development of the
international trade in arms particularly througFsefs.

8 Joint Ventures is a business agreement under vitictor more companies develop together a newyehyit
sharing assets but also revenues and expensetsVéoiture can last for the duration of the develeptrof a
system or longer as needed.

® See for instance Missile Technology Control RegiftEhe Technical Annéx13 April 2011, pp. 13-14.
Available at http://www.mtcr.info/english/annex.Htm
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Offset are commercial operations under which thpoging State compensates the
buyer (company or State) by offering it some indakbr financial advantages related
to the trad®. Offsets can be basically divided between direxct idirect operations.
Direct offsets involve compensation that is dingatklated to the sell, such as the
production under license of some part of the tremetl equipment and, in some cases,
transfers of technology. Indirect offsets relatescompensation that are not directly
related to the sell, such as the procurement ofmaterial from the buying State.

Indeed, emerging countries that still are dependentthe procurement of weapon
systems from abroad for their national securityinceeasingly asking for the suppliers
to provide industrial return for contract in therfoof direct economic investment such
as local joint or licensed production and even soitractor production. But in a
growing number of cases, emerging countries govemsn are trying to attach
technologies transfers to arms trade under varfouss: development cooperation,
Joint Ventures (JV) or even Foreign Direct InvesitagFDI) — although technically
speaking these are not meant as direct transfetscbhhology in fact they create the
possibility for the recipient to grab technical kviedge and thus improve its
technological capability to some extent —, trainemgunded national research, etc.

Other weapon systems and military equipment bugeesn to be less demanding for
transfers of technology but are rather lookingifatirect offsets that reduce the global
price of the items they are providing abroad.

India is one of the first emergent countries toehaevised an offset policy with the
stated purposes to augment the ability of the natie defense industry and scientific
base to meet domestic requirements in a timely eost-effective manner. The
completion of the 2004 stated objective to creatkef@nse industry sector capable of
meeting the aim of a 70% self reliance in deferystems' relies heavily on the use of
systematic offset as a mean to develop the effigi@f the defense sectérin order to
achieve the objective, the Government modified 00& its Defense Procurement
Procedure(DPP) to make it compulsory for operation aboven@lion dollars to have
offset for an amount of at least 30% of the totaitcact value. In parallel, India made it
possible for foreign companies to invest in thealomdustry base through direct
participation or Joint Venture. Indeed, since 200%k Indian Government made it
possible for foreign-owned companies to investaip6% of a defense enterprise and is
considering making it possible to go up to 49%Joint VentureS. Encouraging direct
foreign investment is one of the key to attractiaghnologies to the country and thus
enabling the local defense industrial base to amgritee technology level of national
programs.

1% http://en.wikipedia.org/wiki/Offset_agreement

* Guy Anderson, thdia’s Defense IndusttyRUSI Defense System, February 2010.

12 Confederation of Indian IndustryOpportunities in the Indian Defense Sector: An wieat’, 2010, p. 4.
13 Guy Anderson, Ihdia’s Defense IndusttyRUSI Defense System, February 2010.
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Other emergent countries, such as Brazil, alsoireguppliers to transfer technology in
order to win contracts. Commenting on recent amanssfer — as well as future prospect
especially concerning important weapon systemspéaitorms — the Brazilian ministry
of defense stated that:

"Our current priority is Brazil's technological eraprerment in the defense area,
especially in the cyber, space and nuclear arede first consequence of this
policy is the end of bargain acquisitions. Everlevant acquisition, from now on,
must include technology transfer and partnershifhwgirazilian companies:*

If the statement focuses on activities pertainmdpigh technology they do apply more
broadly to all military related acquisitions, al&m conventional weapon systems. For
instance, Brazil has asked for transfers of teatgoln relation to their procurement of

new fighters and requires transfers of technology dvery upfront procurement of

major weapon systems or platforms.

The importance of technology transfers in the canéé arms trade must not hide the
fact that, to a very large extent, these typesctividy’s net result in terms of real access
to critical technologies are very difficult to meas and often quite limited in scope.
The difference between the export of material —ciWwhiould actually lead to reverse-
engineering and thus to some kind of technologystfier — is clearly that the efficiency
(and risks associated with) of the transfer largielgends on two factors:

= The capability of the recipient country to absorb knowledge in specific technical
areas or of a given technical level. Known examples — for instance, Japan, Taiwan,
Singapore, and India — show that the buyer’s lefetechnical knowledge and
scientific mastery on a given subject will have exyvimportant impact on that
“absorption” ability®. The Indian case shows that the absence of temtjcal
focus which directed its offset policy prior to 20@lid actually not serve the
purpose of increasing self reliance but on the reoyptraise to some extent the
dependence of the defense sector on internaticwaupement. The fact that the
Indian defense industry remains very bureaucratessence without a real opening
to the national private sector does actually hunvrthe possibility to advance
rapidly in the self reliance objective or in theliBm attempts to close the technological
gap with developed countriésOn the other hand, when the Government chose to
have suppliers cooperate with local defense conmeganiniche areas it did provide
exploitable technological return to the countryh#ts also to be noted that even
though intangible transfers of technology will haa@me impact on the ability or
technological level of the recipient it will not itself be sufficient for the company
or State to absorb new or complex technologiesditer could provide some level
of support for an effort in that direction or compient other initiatives to obtain
know-how, skills or knowledge.

= The willingness of suppliers to provide state-of-the-art technologies on complex
systems or system of systems is also somethingthédl impede the ability of the

1 Defense News,Brazil Seeks Arms, Technology Transfépril 13, 2009.
15 (i
Ibid.
16 Jurgen Brauer and J. Paul Dunn&trhs Trade Offsets and Developniedtine 2005, p. 12.
7 Laxman K. Behera,If\dian Defense Industry Poised to GFpéDSA Comments, November 102009.
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recipient companies or nations to actually use titasfer in a strategy of
technological gap-closing. Even when considerinrgadiindustrial offsets, such as
licensed production or co-production, most suppl@roose to transfer capabilities
for components of limited sensitiveness or earbhiwlogies in order to limit the
risk of creating a new competitor and more gengmaifueling competition. Even
for the most demanding technological cooperatiachsas those going on in Joint
Ventures’” (JV) shared developments, access to etheh- state-of-the-art
technologies is often segregated from one anothdr shared information are
always very controlled by the involved companies.

The real-life effects of transfers of technology @rcountry industrial base are even
more difficult to measure when one factors in ladl elements that could actually make
all technical exchanges between the supplier aaddbipient a lot more difficult and

impede the recipient’s efforts to absorb the neghrtielogy. Differences in program

organization, in project leadership and even caltor institutional divergences can
actually severely hamper the efficiency of techhicaoperation. Not to mention

possible limits attached to any exchange of infdgiomaor data by export control

officials from both countrie&

One also has to consider the sheer diversity ahfof technology transfers ranging
from intangible mail exchanges in companies that \@morking together on complex
projects to more elaborate shared computer systeaisyare and networks used in
Joint Ventures to facilitate the cooperative depglent of products. To take a real life
example, the A-400M project brings together dozensompanies providing anything
from small components to complex systems undenglesiindustrial management but
several countries, which requires identical comptels and sharing of information
between all involved parties. That complexity aésglains why not all transfers of
technology have an equivalent influence on the aapaf the recipient to absorb the
knowledge or information that can be passed throtlgh different channels of
cooperation and exchange between companies orgeopl

In that respect, the ongoing increase in intangitdesfers — mainly due to the ever
widening use of electronic communications, the ediseternational travels and the fact
that defense companies more easily implant subbgdian customer countries —
represents a key issue in terms of control ascititt@es the transfer of know-how and
makes control more challenging for the exportemtigu Indeed, controls are based on
the fact that the goods (even in the form of doausjedo pass through national
boundaries and therefore can be submitted to some df physical control by national
authorities. The absence of the border crossingcasy the transfer puts a premium in
the existence (and control) of internal industrynptiance programs, and international
cooperation including intelligence sharing on tfanof concern, harmonized control
procedures and list of goods, coordinated contréibrts, common training,
interoperability, etc.

The possibility of transferring critical softwaramformation or otherwise nationally
export-controlled code-sources through the Interfogt other electronic means of
communication) poses a palpable problem to expmrtrol authorities. This has been

% Yuzo Murayama, Studies on U.S.-Japan Military Technology RelatioRsviewing Japanese-Language
Sources for Technology Transfers, Military Techggld-rictions and The Defense IndustrVorking Paper
No.6. http://www.gwu.edu/~nsarchiv/japan/usjwp..hetessed June 2011.
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recognized by most export-control regimes includthg Wassenaar Arrangemgént
The emerging trend of International sharing of data calculation resources in a
cooperative manner, through cloud computing folaimse, poses an even more important
challenge in terms of export control. More impothanwith the internationalization of
defense companies there will be increasingly irdesrsd daily transfers of technology
(knowledge, support...) between co-workers wittempanies. This will be true inside a
national branch but also between subsidiaries aiidtake place through internal
computer network8 Moreover, the migration of Research and DevelapniR&D)
centers to countries with less stringent legal trairgs, adapted fiscal policies, modern
infrastructures or simply with an ample, more aafalié and less expensive work force
potential is also a trend encouraged by globabmatind the rapid flow of data made
possible by modern communications technologies. gzones can also call upon
foreign specialists to come work on subsidiariesmoiHeadquarters with minimum
regards for security issues related to possibtesteas of knowledge or know-how. Keeping
track of information or data exchanges between viddals inside multinational
companies tends to become a daunting task thabrdgrbe realistically accomplished
by internal control branches under the effectiveesuision of national export control
authorities.

It is also critical to note that the acceleratirgc@ of the international diffusion of
technological innovation tends to reduce the donadimilitary specific technologies
for which more stringent export rules can be apbheaking thende factoeasier to
control by national authorities. The blurred distians that exist between military only
technologies and dual-use ones — and the factifi@tent national agencies are usually
in charge of the two application review proce$sesalso serves some companies or
exporters that will try to get approval by applyifoy export license to the agency most
likely to approve it. The divergence between a disd and military-only technology
export licensing process has been identified byegawents as one of the major flaws
their export control systems suffer from. In Ap2010, the Obama Administration
proposed in the “4 singles” initiative to put theogls and technologies subjected to
export control in a single list with different tgeof control and to put the licensing
processes under the supervision of a single agency

19 patricia Muldonian, US Department of Commerd&/assenaar and its role in strengthening Internaion
Security: Intangible Transfers of Controlled Duas®) Technology and Software in The Wassenaar
Arrangemerit Favorita Papers, January 2005, p. 40.

% |n a sense, the virtual segregation (and the prepeurity of the thus created sub-groups) of tpany’s
network into multiple private networks will proven® of the means to ensure protection of exportrotied
technologies. Interview by Bruno Gruselle, 2009e &#¢so, E.M. Graham,Direct investment and the future
agenda of the World Trade OrganizatipnConference Draft, 24 June 1996, Institute fotetnational
Economics, p. 206.

L n the US, the State Department is in charge difanj goods while the Department of Commerce deslk
dual-use. In France, for example, the « Secrét@@téral de la Défense et de la Sécurité Nationaéviews
military exports licenses while the « Ministéreldiedustrie » is in charge of dual-use goods arght®logies.

22 hitp://lwww.defenseindustrydaily.com/usa-movesefprm-arms-export-regulation-process-04665/
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How are the ToT addressed in the existing regimesa  nd
instruments?

Technology transfers play an increasing role ndy onarms trade but more generally
in the development of weapon systems for nationgbg@ses or in the context of offsets
or cooperative agreements. To a large extent, tdabwy transfers take the form of daily
technical exchanges between companies or subsgisliaria more or less cooperative
manner (JV, foreign investments, delocalization imdustrial/R&D processes) and
between co-workers through the company’s networksomperative computer tools.
The control of these transfers has become as wliffas it is necessary and will require
improved cooperation from the companies but aldwéen the national authorities of
the countries that are involved.

It is therefore crucial to note that the verificatiof the end-use and non-diversion of
technologies transferred in relation of arms trageeement do require colossal means
both human and technical.

Transfers of technology are discussed in a numbexisting multilateral and export

control regimes, highlighting the need to closelgnitor these transfers but also the
possibility of setting common rules as to what stiobe control. Obviously the

operations covered by technological transfers haJagh sensitivity at economical,

industrial and military levels. The risks of prelifition also have to be taken into
account when a system technological make-up isfeared.

We will consider briefly the following: the WassemaArrangement, the Code of
Conduct of the European Union, which became a commasition in 2008, the
instruments of the OSCE, and some other instrum&mtally, given its importance as a
country with the largest and most complicated tiemsontrol system, we will also look
at the United States. We will see how these diffenestruments deal with transfers of
technology and what can be inferred from that ariegotiation of a future Arms Trade
Treaty.

The Wassenaar Arrangement provides a corner stone d  efinition
of Technology Transfer

The Wassenaar Arrangement on Export Controls farv€ational Arms and goods and
dual-use technologies addresses technologies ihsteeof equipment (Munitions List
and Dual-Use List) to be covered by the controtl sre information exchange between
the participating States.

Technologies are included in the Munitions Listles 22nd class of materials.
«[...]
ML22. "Technology" as follows:

a. "Technology", other than specified in ML22.lhiah is "required” for the
"development”, "production” or "use" of items syhieci by the Munitions List;
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b. "Technology" as follows:

1. "Technology" "required" for the design of, tiesembly of components into,
and the operation, maintenance and repair of, catgpproduction installations
for items specified by the Munitions List, eventhé components of such
production installations are not specified;

2. "Technology" "required" for the "developmetid "production” of small
arms, even if used to produce reproductions ofgaietismall arms;

3. "Technology" "required” for the "developmenthroduction” or "use" of
toxicological agents, related equipment or comptsespecified by ML7.a. to
ML7.9.;

4. "Technology" "required” for the "developmentfyroduction” or "use" of
"biopolymers" or cultures of specific cells, spidfby ML7.h.;

5. "Technology" "required" exclusively for thecamporation of "biocatalysts",
specified by ML7.i.1., into military carrier substges or military material.

Note 1 "Technology" "required"” for the "development”, pluction” or "use" of
items specified by the Munitions List remains unztertrol even when applicable
to any item not specified by the Munitions List.

Note 2 ML22 does not apply to:

a. "Technology" that is the minimum necessary f& installation, operation,
maintenance (checking) and repair, of those iterh&chvare not controlled or
whose export has been authorised,

b. "Technology" that is "in the public domain", $a scientific research” or the
minimum necessary information for patent applicagio

c. "Technology” for magnetic induction for contimso propulsion of civil
transport devices?

The Wassenaar Arrangement establishes a very htefition of technology and
associated transfers, from the licensed produdtidhe incorporation of biocatalysts in
the list, for example.

The idea underlying the list is to cover all tedahiand industrial steps required for the
creation of a weapon system from development to Bgedoing that, Wassenaar do
take an all-encompassing approach of the transfetschnology that covers scientific
endeavor as well as industrial cooperation or Baem agreements. This definition,
being rather comprehensive, is relevant for expontrol purposes, where the receiving
States have to be considered as benefiting to d@hee she degree of capacity and
industrial potential as the exporters, whateverrtlaetual degree of technological
maturity is.

23 Wassenaar Arrangemenf;tfe Munitions Ligt December 2010.
Available at http://www.wassenaar.org/controllistdéx.html
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The European Union Common Position on Arms Exports

The Council Common Position defining common rules @verning the control of
exports of military technology and equipment (200&844/CFSP) wasadopted in
2008*, and is a revision of the 1998 Code of Conducthef EU arms exports. The
Code of conduct is a key element of the EU systéraxport control. This revision
includes the extension of controls to brokerin@gnsit transaction and intangible
transfers of technology.

The Code is set to create some degree of cohetertbe export control mechanisms
set by all European Member States thus avoidingtoud practices that could actually
lead one partner to agree to a transfer of teclgyotr goods not agreed upon by
another partner.

The technology is a part of the Munitions EisThus the transfers must be authorized
after considering the eight criteria establishedhs/ Code of Condu@t Identically to
the list established by the Wassenaar Arrangentectinology is the 22nd class and is

defined as:

"Specific information necessary for thgevelopmert "productiort’ or "usée’ of a
product. The information takes the form of techhitza or technical assistance.

Technical Notes

1. 'Technical data’ may take forms such as bludgriplans, diagrams, models,
formulae, tables, engineering designs and spetifics, manuals and instructions
written or recorded on other media or devices sashdisk, tape, read-only
memories.

2. 'Technical assistance’ may take forms such adruaction, skills, training,
working knowledge, consulting services. 'Technieakistance’ may involve
transfer of 'technical data®

4 The Council of the European Union, ‘Council Common Position defining common rules goivey control
of exports of military technology and equipnig2008/944/CFSP, 8 December 2008.

% The Council of the European UniorEd¢uipement covered by ti@suncil common position 2008/944/CF SP
defining common rules governing the control of exports of military technology and equipment”, 21 February
2011 (updates the previous version of the Munitionkist adopted by the Counciin February 2010 (2011/C
86/01).

Available at http://consilium.europa.eu/eeas/fangiglicy/non-proliferation,-disarmament-and-expoontrol-
[security-related-export-controls-ii.aspx?lang=en

% 1) Respect for international commitments;

2) Respect of human rights in the country of fidkastination;
3) The internal situation of the country of finaddination;
4) Preservation of regional peace, security antuilgtg

5) The national security of the Member States drtdroitories whose external relations are the oesgbility of
a Member State, as well as that of friendly an@@iltountries;

6) The buyer country’s behavior with regard to théernational community, in particular its attitude
terrorism, the nature of its alliances and resfigdnternational law;

7) The existence of a risk that the equipment bdl diverted within the buyer country or re-exportetler
undesirable conditions; and

8) The compatibility of the arms exports with tkehnical and economic capacity of the recipienttgu

" The Council of the European UniorEquipement covered by tl@®uncil common position 2008/944/CFSP
defining common rules governing the control of exports of military technology and equipment”, 21 February
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Being a part of the Munitions List, military tecHagy transfers are considered as the
transfers of finished equipment. The EU 2008 Comniwsition emphasizes the
importance of monitoring compliance of the end yaticularly important in terms of
transfers of technology.

The User's Guide devotes a part to the post-exgoifications systefi. The document
gives guidelines on how to follow the Common Positagreed on in 2008 on export
control of military goods. It particularly insisten the practices in licensing, offers
guidance on the application of the 8 criteria gethe position and on best practices on
export control.

Transfers of technology are a growing concern famogean Union countries as they try
to deal with the verification of end-uses and triesavoid technologies from being
diverted to other use than the stated ones — osdarhanind the use of chemical or
biological technologies for the making of weapofi® some extent, post-export
verification also has to deal with the re-transieweapon systems or sub-systems that
can be produced from the transferred technologis fidguires of course very stringent
arrangements to be agreed upon by both the pracama recipient States when the
export is negotiated.

The OSCE Documents give a very narrow definition ce  ntered
on production capabilities

The Organization for Security and Cooperation inrdpe (OSCEYJ, has adopted
various instruments applying to the export of cariianal arms, which specifically
address the issue of technology.

For instance, the OSCE Document on Small Arms aigthtLWeapon¥ applies to
transfers of technology for the design, productésmall arms and light weapons. The
OSCE Principles on export controls on man-portablelefense systems (MANPADS)
adopted in 2004, cover issues related to the wamisbf “Production Capacities”.
According to these principles, the transfer shdutdpermitted only when there is an
end-user certificate, prohibiting re-export withdabe consent of the exporting State.
Indeed, paragraph 1.2 of the 2004 decision on MANB/Astates thatThe scope of
export regulation and associated controls includesearch, design, development,
engineering, manufacture, production, assemblyinggsrepair, maintenance, servicing,

2011 (updates the previous version of the Munitionkist adopted by the Counciin February 2010 (2011/C
86/01).

8 TheUser's Guide, drawn up and regularly updated by the WorkingyPan Conventional Arms Exports,
serves as guidance to assist Member States in nimepiing the Common Position (cf. Article 13 of the
Common Position). Available at http://consilium.epa.eu/eeas/foreign-policy/non-proliferation,-disament-
and-export-control-/security-related-export-corgrilaspx?lang=en

% The OSCE is a regional security organization \ihparticipating Member States from Europe, Cerfisih
and North America. This includes all EU Member &atSwitzerland, Norway, Canada, United StatessiRus
Federation and many former CIS States. www.osce.org

%0 Organization for Security and Cooperation in EerdfPocument on Small Arms and Light Weapons, adopted
at the 308th Plenary Meeting of the OSCE ForumSecurity Co-operatidih 24 November 2000. Available at
www.osce.org/fsc/20783

31 OSCE ‘Principles for export controls of man-portable aefense systems (MANPARS)ecision N° 3/04,
26 May 2004. Available at www.osce.org/fsc/32593
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modification, upgrade, modernization, operationg,useplacement or refurbishment,
demilitarization, and destruction of MANPADS; tedah data, software, technical
assistance, demonstration, and training associatil these functioris

Although the question of the transfers of meangrofiuction covers offshore licensing
production capabilities, they cannot as we haven de® assimilated completely to
transfers of technology. Nonetheless, considerivey growing possibility that major
defense players may actually provide offsets byoaizing at least part of the
production capability to customer countries, it mseimportant to create a set of
minimal common rules to avoid this transfers frominy diverted from their stated
uses.

Other international and regional instruments propos e various definitions
of the transfer of technology

For the most part, the other international andamrgi instruments do not cover the
transfers of technology per se.

The UN “Programme of Action to Prevent, Combat &medicate the lllicit Trade in
Small Arms and Light Weapons in All Its Aspecdts(PoA) addresses briefly the issue
of international transfers. However, in its scapa&oies not cover technology.

The UN Protocol Against the lllicit Manufacturing @and Trafficking in Firearms, Their
Parts and Components and Ammunitierthe Firearms Protocol, also does not apply to
technology and their transfers.

The existing instruments in Africa including theGBOEconomic Community of West
African States (ECOWAS) Convention on Small Armgl dright Weapons, Their
Ammunition and Other Related Materials and the 28@#obi Protocol for Prevention,
Control and Reduction of Small Arms and Light Weapan the Great Lakes Region
and the Horn of Africa do not address directlyidsie of transfers of technology.

For the most part, the issue is dealt with by ima&ional instruments that cover complex
weapon systems rather than light weapons, fireeom$MANPADS. This can be
explained by the fact that transfers of technolofien apply to large arms export
contract and usually rather covers dual technotogather than core defense know-how.
Moreover, the transfer of complex weapon systemstim@accompanies the export of
military platforms (fighters, bombers, UAVS, ships.in effect, this means that smaller
contracts — such as those constituted by the exjpdight weaponry — usually do not
qualify for offsets and/or technological transfers.

National laws and regulations: the example of the U  nited States
“International in Arms Regulations” (ITAR)

At a national level, some States have developedhamems governing transfers of
technology for defense goods. One of the main elesnig the United States which
have one of the most demanding export control systecluding programs meant to
verify end-use of transferred goods, systems actthtdogies post export.

32 Available at http://www.poa-iss.org/PoA/PoA.aspx
% Available at http://www.poa-iss.org/FirearmsPratidirearmsProtocol.aspx
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Indeed, The United States maintains one of thets#t legislative framework in the
international communif§. The U.S. export control regime is governed by two
instruments: the Export Administration Act (1979)dathe Arms Export Control Act
(1976).

“The Arms Export Control Act (AECA) is implemented the International
Traffic in Arms Regulations (ITAR, which are fregie updated in order to
reflect new balance in international security anefehse, as well as change in
military technologies. The United States Munitidist (USML) encompasses
technologies, components and services that areesubp export controls under
the AECA”™®

ITAR regulations cover very broad aspects of amasdsfers in terms of technology and
information. The latest are part of the definitmnequipment and do not appear as such
in the list of “defense articles” or “defense sees”. The USML contains 21 categories
of defense itenf& The elements of this list are largely determibgdhose defined in
the lists of multilateral instruments, including ¥g¢anaar Arrangement but also such
export control group as the Missile Technology @anRegime. The ITAR cover
technologies in the form of: information, technidaka or assistance.

“Technical data covers any information required ohg the life cycle of the item
for the design, development, production, manufagtiassembly, operation,

repair, testing, maintenance or modification ofetefe articles®’

The U.S. laws and regulations affect a large nunadbetates around the world, since
many facilities are equipped with U.S. components technologies and that a growing
number of weapon systems and platforms do enconyfassilitary technologies. They
are therefore subject to the application of thetstegulations laid down by ITAR as
well as end-use verification programs.

The U.S. Administration has started an in-depthiergvof its two main lists of
equipment (both th#unition Listand theCommerce Control LisfCCL) which covers
dual-use items). It wishes to revise its exporttadnpolicy based on the critical
sensibility of exported systems and technical g&ods

Technology has in fact become a key issue in tiegt of the US export policy which
tries — through the ongoing revision — to unify théministration’s approach of the
many export operations that has to be controlléteeiby the Commerce department

% Jean-Francois Daguzan,Le contrdle des technologies et la vérification slata perspective du
11 septembre, Fondation pour la Recherche Stratégique, 2003.

% Fondation pour la Recherche StratégiquExgort Control Handbook for Space Sector SME2010, p. 20.

% The United States Department of Staletérnational Traffic in Arms Regulations, Part 121General, the
United States Munitions Listl April 2010.

3" The United States Department of Statateérnational Traffic in Arms Regulations, Part 120, Purpose and
Definitions, 1 April 2010.

% president Obama’s Speech, March 2010 at a US Ekpport Bank Conference: khe Administration’s
reform program will enhance national security bydsing on the enforcement of strict controls arotine
export of the most critical technologies and praducwhile strengthening the competitiveness of key
manufacturing industries in the US by streamlintihg regulations that apply to their exporis.
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(dual use) or the State department (military). i#d tate at which licensing operations
for weapon systems and dual use goods are growittgei United States, both services
risk to be overwhelmed at a time when transfersechnology have become more
important creating new risks for the country aschities.

A Government Accountability Office’s report (GAOY &ebruary 2011 on “deemed
export’®® points out to the growing risk of foreign naticmaforking in the United States
gaining access to technologies having military afi as civilian application (dual-use).
The GAO stressed that in the 2004 to 2009 periotinog, ‘the United States issued
about 1.05 million specialty occupation visas irgtitechnology fields to foreign
nationals from 13 countries of concern to workhe tUnited Statés

Since 2001, the United States Department of Comergeticensing officers have seen
their annual workload grow by more than 60%. Therlye growth in license
applications since 2003 has risen to a steady &rifl3%a according to Administration
officials®™. In parallel, Technical Assistance Agreements Eoceign Manufacturing
Licenses have grown to a total value in the ordemagnitude equal to that of all
hardware licensés The role of dual-use technology is even more ifiggmt in
transfers related to arms trade precisely becafliset policy often dictates the creation
of joint ventures or cooperative developments iergdic domains related to the main
weapon systems’ export operations.

The United States are one of the country which ld@esl mechanisms to carry on post-
export verification: the “Blue Lantern” program.ift meant to both bolster pre-export
verification on end-use and potential end-usersalsd gives the capability to the State
Department to conduct post-export verification ba €énd-use of given items in the US
list of arms submitted to expdft.Dozens of countries worldwide are thus subject to
inspection performed by US embassy personnel yadsdiction from host countries’
authorities. A watch list of suspicious end-usertransit companies is kept by US
authorities.

The US blue lantern program spans on worldwidesteas and thus the end-use of
literally thousands of components and associatethtdogies complicating excessively
post-export control operations. Moreover, one nkesp in mind the fact that some
transfers are not directly related to the expogedds, systems or equipments making
post-sell verification even more difficult or diphatically complex. For instance, sub-
systems or components can be integrated in completgpon systems and then re-
exported to a third user by the recipient governnoercompany.

The growing concern in Washington over possible afs&ransferred technology for
proliferation purposes or against its forces orsthof its allies by rogue countries or
organizations will indeed create growing presswe gome level of control to be

%9 Deemed export is a US licensing process createtkad with possible transfers of controlled techagl or
source code to foreign nationals in the United éstatGovernment Accountability OfficeDeemed Export:
Improvements needed to prevent unauthorized teopakleases to foreign Nationals in the Unitedt&ta
February 4, 2011.

“0 http://www.defenseindustrydaily.com/usa-movesefprm-arms-export-regulation-process-04665/

“! Pierre Chao, Towards a US export control and technology transfgstem for the 2century, Center for
Strategic and International Studies, May 15, 2008.

42 Just Stitziel, Blue Lantern Prograrf) Eighth International Export Control ConferencadBarest, 6-8 March
2007.
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applied on tangible and intangible transfers toettgying States. But, this could
actually be dealt in detail within like-minded argements such as Wassenaar or
through bilateral negotiation with client countrmsallies. As its official position shows
by not including formally the transfers of techrmpjoin the scope of controlled
operations or materidfs Washington may in fact be a little reluctant teateex nihilo

a very high standard international norm when iisfeébat the control of transfers of
technology is still pretty much limited comaredtieir own standard or at least lacking
in some countries. Washington probably also be#idglat existing tools such as export
control groups are in fact efficient in creating@nmon and strong tools for control in
technology exporting countries. On the other hawdit requires a strong international
consensus on all aspects of the ATT to create segoal level of obligation for all
exporting States, the United States apparentlyeagreprinciple on creating some
minimal requirement on transfers of technology.

3 US Department of StateThe Arms Trade Treaty Policy Issues for the UnBéates Summary Repbriune
21, 2010, p. 5.
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Transfer of technology and the Arms Trade Treaty di ~ scussions

The discussions during the meetings of the PrepgraCommittee show that the

inclusion of transfers of technology in the scopamATT is one of the most sensitive
and controversial issues. There are many reasanhk, & the great complexity of the
concept itself, meaning the transfers of technolimggrms. (See Part 1. of the study).
The Chairman’s draft paper, dated July 14, 201t1tiquéarly provides guidance on

what these transfers could cover under a futuresAfnade Treaty.

Transfers of technology could be addressed in the ¢ ontrolled operations
or in the list of materials covered by a future ATT

Following the adoption of the first General Asseynl#solution on the future Arms
Trade Treaty in 2004 98 States have sent their points of view on thigest to the
Secretary General. 37 States mentioned technologiated to production capabilities
in their response. Only 15 States have mentiongthtdogies in relation with the scope
of an ATT. Out of these 15, only 11 made spec#ierences to transfers of technology.
51 States seem to support the inclusion of teclgnedoin a future Arms Trade Treaty,
particularly considering the inclusion ofnanufacturing technology, technology or
technological developmégif®

The Chairman’s latest pagermaintains a double reference to the transfers of
technology when addressing the scope of the Treaty.

Technology could become a part of the 12 categaienaterials to be covered by a
future Arms Trade Treaty but transfers of techngloguld also be one of the activities
to be covered by an international regulation adogrdo the Chairman’s latest draft
paper of July 2011.

“For the purpose of this treaty, conventional arsisall include any items fall
within the following categories:

I..”Technology and Equipment specially and excligidesigned and used to
develop, manufacture, or maintain any of the categan subparagraphs (a)-(k).

II. The international transactions or activitiesvared by this Treaty include those
listed below and defined in Annex A.

f .Technology transfer.

United Nations General AssemblyTdwards an arms trade treaty: establishing commaternational
standards for the import, export and transfer ofnwentional arms”, Resolution A/RES/61/89, adopted
18 December 2006.

Available at http://daccess-dds-ny.un.org/doc/UNDBGEN/N06/499/77/PDF/N0649977.pdf?OpenElement

“5 Sarah Parker |thplications of States’ Views on an Arms Trade TyreaUNIDIR, January 2008, p. 15
Sarah Parker Analysis of States’ Views on an Arms Trade TredtNIDIR, October 2007, p. 6

6 Roberto Garcia Moritan, Chair of the Preparatogmittee of the Conference on the Arms Trade Treaty
“Informal draft paper on Arms Trade Treaty implenagion’, July 2011 (latest version).. Available at
http://www.adh-geneve.ch/RULAC/pdf/Implementatioh-July-2011.pdf
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Annex A Transactions or activities to be covergdhe Treaty:

For the purpose of this Treaty, the following tracgons or activities shall be
covered by States in their national legislation aegulations:

d. Technology transfer: the export, by tangible mtangible means, of
information which is required for the design, depshent, production,
manufacture, assembly, operation, repair, testingintenance or modification of
conventional weapons.”

This is a relatively broad definition of technologyd associated transfers whether
taking the form of tangible or intangible operasoBut the dual-use goods do not seem
to be covered as stated in paragraph | of I. Oathrology which has a military use
would fall within the scope of a future Arms Tra@ieeaty: weapon systems, military
platforms and ammunitions should be covered byuhee treaty.

One could consider this definition of technologgnsfer as too brief for effective

implementation but it also provides a broad basewvbith further developments are
possible. Some experts have commented that thesioal of transfers of technology in
the scope of the future treaty is precisely necgsisacause it would fall short of its

primary objective without such inclusionwithout adequate integration of categories
for military significant parts and components, afod technology and equipment, the
Arms Trade Treaty would be incomplete. The curfennulation in the most recent

Chairman’s text from March 3 ties the control ofrfsaand components, as well as for
technology and equipment, to what has been “splgcaid exclusively designed” for

the previous subcategories in the treaty text. Shiggests a promising way forwafd”

Why include technology in the materials and in dle@vities? Questioned by a number
of delegations, including the European Urifpthe double reference was explained by
the Chairman as covering the dual nature of tedgylThe inclusion of transfers of
technology in the range of activities that shout dovered by a future Arms Trade
Treaty could be justified by the essentially intidatgy nature of technology. On the other
hand, one could argue that the inclusion of teatmlin the list of materials to be
covered could be justified when one considers tssiple uses of technologies for pre-
production (research, design, development, testhglefense equipment and weapon
systems.

States continue to have Diverging Positions

The political and diplomatic differences betweea 8tates are fuelled in particular by
the various industrial considerations, economiergdgts and national security concerns.
It is difficult to establish a general, simple astdct separation between different States,
emerging exporters, importers and exporters in ldpeel countries as they have

4" Anne-Charlotte Merell-Wetterwik,Possible Scope of the Future ATT and the Implioatiof the Different
Optiong, UNIDIR, 2011, p. 13.

8 « We consider these activities as already covesethb reference to “technology and equipment, dwesig
and used to develop, manufacture, or maintain amjisystems listed in the scope of an ATT” that pmpose
in your papet, Statement of the European Union, 28 Februaryl201

FONDATION pour laRECHERCHE STRATEGIQUE 23



TECHNOLOGY TRANSFER AND THE ARMS TRADE TREATY — ISSUES AND PERSPECTIVES
RECHERCHES & DOCUMENTS N° 02/2012

different approaches to their market developmestswall as different customer’s
countries, allies and export control rules and la&gans to apply to technology
transfers. The discussions during the sessionshefRreparatory Committee seem
however to reveal some basic trends, illustratirggositions of most emerging markets
of developed countries in terms of technology tians

A large majority of the developing countries, pautarly the emerging ones, opposed
the inclusion of transfers of technology clauseshia scope of a future Arms Trade
Treaty during the discussions of the preparatomrodtee. At that time, their position
encompassed both the materials and the activhiegswould be covered by the future
regulations.

According to Indonesia, e inclusion of « technology transfer » and « nfacture
under foreign license » are signals that the Armsd€& Treaty could be misused as a
tool to impede transfer of technology of convergtiaarms to developing countries We
believcigthat such a condition will not give inceati to developing countries to join
ATT.»

Brazil noted that 40 the context of a possible Arms Trade Treaty sctipe informal
paper also introduces other categories such as tpand components” (roman Il letter
L) and “technology and equipment’(roman Il letter).min Brazil's view, these
categories should not be included in an ATT. H ©ear concern to us that any future
controls do not affect or hinder the licit transfef dual use goods and technologies,
posing therefore serious obstacles to countriestht®logical development, in
particular developing countrigs’

India stressed thatteé’chnology transfers should not be included in shepe of the
treaty because implementation would be difficutt anbject to interpretaticfi™.

Finally, Egypt, without directly opposing the inslan of transfers of technology in the
scope of a future treaty, considered thafeechnology transfer should be rather
encouraged under an Arms Trade Treaty instead sifioting it. This element belongs
in the Chair’s paper on International Cooperatitif

According to these States the submission of a elaegarding transfers of technology
to the regulations set up by a future Arms Tradeafy would discriminate against the
countries seeking to develop their own defensecags.

The diplomatic positions they took during the prepary committee meetings can be
more broadly explained by their defense policy Hraextent they depend on transfer
of technology for the development of their indwdtiand scientific capabilities. They
consider that regulations that could in anyway idgpéransfers of technology at an

9 The Government of IndonesisStatement, at the second session of the preparatmmittee for the United
Nations Conference on an Arms Trade Tr&a®@ February 2011.
Available at http://www.un.org/disarmament/convatAisT PrepCom/Statements.html.

0 The Government of Brazil,Statement, at the second session of the preparammmittee for the United
Nations Conference on an Arms Trade Trga@$ February 2011.
Available at http://www.un.org/disarmament/convatAisT PrepCom/Statements.html

*L ATT Monitor, Vol. 1 n°2, March 2011, p.3.

2 The Government of EgyptStatement, at the second session of the preparammmittee for the United
Nations Conference on an Arms Trade Trga@$ February 2011.
Available at http://www.un.org/disarmament/convat&isT PrepCom/Statements.html.
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international level would be an infringement updreit economic development in
general but would also affect the development dirtluefense technological and
industrial bases. These countries consider the anmsstry as an accelerator of
economic development in terms of industrializatigob creation for the local
population and local expertise. Indeed, as someréxhave observedThe dominant
economic motivatiofof developing Statesyill be to use arms production as a leading
sector in economic developmgnt

It has to be noted that none of these State are ablthe moment to support a
completely independent defense technological addsimnial base that would meet all of
its military and security needs. Therefore theyl sély on export and transfers of

technology to respond to their perceived securggds. However, some States more
significantly depend on the access to foreign amitor dual-use technology than other,
although for some amongst them the situation iglhagvolving as their dependence is
diminishing. Emphasizing their desire to gain inglegence in terms of defense
capabilities, a vast majority of emerging countriesek to develop transfers of

technology and, in some cases, to obtain offseexilly related to the acquisition of a

weapon systems or platform. (See Part I.)

The examples of Brazil and India are indeed reagdli The requirement for transfers
of technology has become a fundamental componethieoflefense contracts signed by
Brazil® as it is showed by recent negotiations around pteeurement of fighter
aircrafts or other important weapons platforms.bABdates — especially countries in the
Gulf region — also are in a situation to ask fopartant (or at least growing) transfers
of technology as offsets for their large weapontesys procurements and in perfect
adherence with their rapidly evolving defense polic

For these emerging global and regional powersddsre for economic development
and the establishment of a defense technologichlratustrial base seems to go hand in
hand with the desire to become a regional powet,tanncrease their own network of
influence at an international as well as regioaaeél. The fact that both India and Brazil
do require offset — and have generalized the derf@ntatansfers of technology when
procuring weapon systems — can probably be directyrelated with a rapidly
developing local defense industry and a publicalbtorious defense development

policy.

Some developing States, such as the People’s RemfbChina, are also aiming at

becoming exporters of weapon systems and coulddnkfecome net exporters of some
niche capabilities, weapon systems, componentsubssgstems. However very few

States are now in a position to seriously compétie major players on the arms export
market.

For a lot of reasons, the United States have takemry reserved position on the
inclusion of transfers of technology in the scogeadiuture Arms Trade Treaty. In
particular, Washington considers that there areesstge difficulties in establishing of

%3 Keith Krause, Arms and the State, patterns of military producton tradé, 1992, p. 28.

** The European Commission,S&udy on the Impact of Emerging Defense Markets @mahpetitors on the
Competitiveness of the European Defense Sec¢feinal Report, February 2010.

* Defense News, Brazil seeks Arms, Technology Transfer&009.
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an international and universally agreed upon dadimi of transfers of technology.
Switzerland, Japan or Israel have raised similacems on the very same issue.

On the other hand, the European Union supportsntheduction of technology in the
scope of a future Arms Trade Treaty. Itensiders technology transfer and production
under license as an important isswe”. New Zealand also believes that the Arms Trade
Treaty ‘must reflect the current reality of the internatbnrade in conventional arms
and should be broad in scope covering not just waaplatforms and systems, but also
their ammunition and components, as well as relatediufacturing technologyYet it
considers that the inclusion of dual-use itemshi@ $cope of the treaty may prove
difficult to implement practically’

Canada is another supporter of the principle ofitiskision of technology in the scope
of a future treaty but underlines thahéir inclusion in an ATT could require the
development of detailed control lists to allow stafull knowledge of what is to be
controlled.”®

Finally, non-governmental organizations have alserbplaying a very active role in
campaigning for the inclusion of transfers of tedlogy in a future Arms Trade Treaty.
Among them, the Control Arms coalition — which lgsntogether various international
associations and actors of the civil society atoba level — supports the inclusion of
technology transfers in the scope of the futuratyre

*® The delegation of the European UnioBt4tement, at the second session of the preparatonmittee for the
United Nations Conference on an Arms Trade Tre& February 2011.
Available at http://www.un.org/disarmament/convatAisT PrepCom/Statements.html

" The delegation of New Zealand, “Statement”, 1§ 20/10.
Available at http://www.un.org/disarmament/convatIsT PrepCom/Documents/Statements-MS/2010-07-13/
13072010-NewZealand-E.pdf

%8 The delegation of Canada, « Statement at the Aty Prepcom”, 14 July 2011.
Available at http://www.un.org/disarmament/convat&isT PrepCom/Documents/Statements-MS/PrepCom3/
2011-July-14/2011-07-14-Canada-EL.pdf
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Conclusion

The fact that technology can take different formtargible and intangible, scientific
cooperation, joint venture developments, excharigamnow-how or equipment, etc.. —
that (1) creates different situations in their &f@n and (2) do not have equal
consequences in terms of proliferation and diversisks on the long term, imposes to
pause and reflect on how to deal with their tranafed export within the scope of a
future Arms Trade Treaty.

A double difficulty arises in connection with th&clusion of technologies in the scope
of the Treaty: not only the delimitation of the idéfon of technology but also, and
more importantly, the control of the end use o$ tieichnology by the recipient State are
particularly difficult to measure. The questionhmiw to verify in real-life situation the
non-diversion of the transferred technology (or dmipment, weapon systems and
such resulting from its application) also has tabesidered.

Transfers of technology would require a control aedfication of a different nature
than the one that could be set up for transfersoolentional equipment, weapons or
platforms. Such a control could consist for insentintroducing additional criteria, in
taking into account the capacity of the recipietat&to assist in controlling the end-use
of the technologies — the companies concerned atsstbe able to control and manage
information and technology transfers and be acamufdr any retransfer or unlawful
use of the said technologies —. The exporting Sflatelld be able to articulate efficient
post-transfer and end-use requirements and enatehte recipient is in fact willing
and able to follow them. A future Arms Trade Treatyld indeed create obligations for
both exporting and importing countries on thesaiassbut would be incapable of
verifying that they are in fact followed or everii@ent. The final responsibility should
lie in both procuring and recipient countries.

The question remaings'it possible for an universal Arms Trade Treatyrhpose such

a stringent control mechani&h If the political answer is yes, as the necgdsit some
sort of universally applying control on the transfef technology has to be reached in
order to address key security issues, it is doulbtfat this would be a practical and
efficient solution or even one that would be poétly acceptable. Given the position of
most if not all developing countries one can omhagine that addressing the question
would require some watered-down consensus.

Yet, as the need to take into account transfeteasfnology will remain a high priority
issue — and possibly a growing problem — in retatmtransfers of weapon systems and
military equipment, there is value in trying to éakteps to include them in a future
Arms Trade Treaty. First of all, a consensus hasetseached on a commonly shared
definition of what transfers of technology are, ahd different forms they can take.
This can probably be achieved by pressing on thidx aioeady done by the chair on the
question by trying to use definitions put forwarngdxisting export control regimes and
even by trying to separate technologies of inteireshe framework of arms transfers
and technologies that have little impact on theacdp of recipients to duplicate the
equipment or weapon systems. Furthermore, basetthaindefinition it could prove
useful to put forward wording that would createcanmon/universal — yet minimal —
level of control at least on some of the operatiomssidered as transfers of technology.
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There would be some value for instance in contrgllthe transfers of production
capabilities that do not always lead to transfdrseohnology per se but can have a
destabilizing role nonetheless.

Working the way towards establishing some basergtoule on transfers of technology
in the context of a future Arms Trade Treaty witidoubtedly require the drawing of a
list of what countries will have to control and piidy a list of what should not be
controlled. As Wassenaar does, it would indeed defuli to consider how to exclude
“Technology" that is "in the public domainiecause of the large commercial spectrum
of items that would be included otherwise. To soextent, discussions should at
minimal be held among experts to see how dual-eslenblogy should be covered or
not covered by the Treaty.

Another possible option would be the establishnoérat working group of experts that
could further work on ways of efficiently includingansfers of technology in future
evolutions of the treaty. Although this solution ynaot convince actors which are
fiercely arguing for the immediate inclusion ofrisfers of technology in the scope of
the treaty it could provide a dispassionate satutida question that is very sensitive in
nature for most States.
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